Mobile Ad hoc Network is an impromptu wireless network consisting of mobile, self governing independent nodes. Routing in Mobile Ad hoc Networks has been a major concern due to its dynamic topology, lossy and unreliable links. In traditional routing, a single specific node is selected in prior as the potential next-hop forwarder for a packet. Unlike traditional routing, a category of routing technique termed Opportunistic Routing exploits the broadcast nature of wireless medium to compensate the unreliability of the packet transmissions in the channel. In Opportunistic Routing, one among the set of candidate nodes is selected as the potential next-hop forwarder using metrics like number of transmissions in a link, link error probability, cost, etc., for packet transmission. For selection and prioritization of candidates that ensures minimum number of transmissions from source to destination node, whilst improving the lifetime of the network on determining the residual battery energy, a new metric is proposed. This metric helps in improving the network lifetime considering the transmission powers in terms of the fraction of residual battery powers. Further, as nodes in mobile ad hoc networks are susceptible to attacks, a trust model based on direct, as well as indirect trust degrees from similar trusted neighbours is integrated in order to overcome the vulnerability due to attacks by malicious/selfish nodes and to provide reliable packet transmissions. Fading of trust is incorporated with a perspective to ensure the uncertainty of trust with time until it is updated.
Introduction
Mobile Ad hoc Networks (MANETs) are rapidly deployable, self-configuring networks that do not rely on any existing infrastructure. Devices connected by wireless links that make the topology of the network extremely dynamic require to emphasize routing in MANETs with a major concern. Traditional routing techniques are similar to those in wired networks where a path between a source and its destination is pre-determined and the traffic is sent along this sequence of nodes. In other words, a fixed next hop node is used as a forwarder for the packets. However, these techniques do not apply well in dynamic wireless environments where links are unreliable. Hence, transmitting packets over a pre-determined path as in traditional routing does not apply well.
Opportunistic Routing (OR) techniques that exploit the broadcast nature of the wireless medium are preferable in MANETs as they improve the packet forwarding probability in multi-hop wireless networks and do not require large routing tables. Each candidate node does not require maintaining the details of nodes beyond the knowledge of their neighbouring nodes. They are scalable for large networks and are known to increase the performance of wireless networks. In OR, a set of next-hop nodes are selected as candidates which act as the prospective forwarders prior to packet transmission and one of them is chosen on a per-packet basis according to its reachability at that instant.
The aim of OR in performing candidate selection and prioritization is to identify and prioritize potential candidates so as to minimize the number of transmissions from the source to the destination. Transmission of a packet basically requires candidate coordination in order to avoid duplicate re-transmissions. It involves in identification of the highest priority candidate that has received the packet and must forward it.
With several characteristics such as dynamic topology, multi-point hopping, constrained resources (limited bandwidth, computing power, physical security) finite battery energy, lack of a central administration, MANETs are prone to attacks by malicious or selfish nodes. Malicious node modifies the network traffic and the selfish nodes do not forward traffic from other neighbour nodes. This makes security issues one of the major concerns in ad hoc networks. Hence, a mechanism to evaluate the neighbours' forwarding behaviour to ensure reliability needs to be integrated. An enhanced trust model based on the history of past interactions of both direct and recommendations from the trusted neighbours are used in the computation of the trust degree. While the former is based on direct interactions, the latter corresponds to the recommendations obtained by similar and trusted neighbours. Similar neighbours come into the picture as it is duly assumed that nodes that have similar trust degrees on a neighbour tend to have similar trust degrees on another neighbour too. Once the trust degrees are set, only the nodes that satisfy a pre-determined threshold value are used for packet transmission. This paper proposes a new metric, for the selection and prioritization of candidates with the aim of improving the lifetime of the network considering the residual battery power of each node in the link and with reliable nodes as potential forwarders in the network.
The rest of the paper is organized as follows. Section 2 covers the background with sub-sections 2.1 and 2.2 discussing Opportunistic Routing and existing Trust Models respectively. Section 3 and its sub-sections discuss the proposed framework and Section 4 presents a sample illustration. The simulation results and analysis are presented in Section 5. Finally, the conclusion and future enhancements are given in Sections 6 and 7 respectively. In ExOR, an OR mechanism based on ETX metric proposed by Sanjit Biswas and Robert Morris (2005), the candidates for a node include all the next-hop nodes whose ETX to the destination is smaller than that from itself. Further, the candidates are then prioritized on the basis of the best-path ETX from the chosen candidate to the destination node. However, selecting many candidate nodes also in turn increases the complexity of candidate coordination, which becomes a drawback. Moreover, another drawback is that the ETX metric does not account for the fact that the candidates also in turn forward packets opportunistically, as discussed by Zhong Z. et al., (2006 , v) , the stability term which is concerned with the transmission of a packet by the candidate and the cost term which denotes the transmission power consumed at transmitter u for single transmission to v over the link (u, v) chosen such that it maximizes the expected utility. In Expected Energy Cost metric, defined by Xufei Mao et al., (2011) the Expected Energy Cost needed by OR to send a packet from node u to the target node, C u (Fwd) considers the minimum transmission power, t u,v incurred by node u to transmit a packet to node v over the link (u, v) in addition to the error probability, e uv , of the link.
On the basis of analysis of EAX, OpEU and Expected Energy cost metrics used in opportunistic routing, it is observed that EAX considers expected number of transmissions between the source and the destination, but does not consider the transmission power incurred and the residual battery energy required. Expected Utility under Opportunistic Routing (OpEU) considers the transmission power incurred, but does not consider the expected number of transmissions and the residual battery energy. Expected energy cost metric considers the expected number of transmissions and the transmission power incurred, but does not consider the residual battery energy. Based on this comparison, it is evident that the Expected Energy Cost metric is better than the other two metrics. However, Expected Energy Cost metric has a drawback in that it does not take into account the residual battery energy at each node. As a result, the same route may be used repeatedly to forward data which would drastically reduce the lifetime of the network as a whole.
An energy-aware routing algorithm presented by Vazifehdan, J. et al., (2011) takes the residual battery powers into consideration and defines the weight, w uv , of the link (u, v) as the ratio of the expected energy (transmission power) consumed by node u to transmit the packet to node v (E uv ) and the residual battery energy of node u (B u ). Once w uv is assigned, the minimum cost path to each node is determined using Dijkstra's algorithm. This energy aware routing algorithm, however, is not an OR algorithm as the routes are pre-determined. This would not be appropriate for an application scenario bound to adopt opportunistic routing where the routes are required to be computed dynamically.
Trust Models
Sergio Marti et al., (2000) have proposed two techniques, namely watchdog and pathrater to deal with misbehaving nodes. The former technique is concerned with the identification of misbehaving nodes while the latter is concerned with avoiding the nodes identified as malicious by the watchdog. The drawback of this protocol is that it does not consider any mechanism to penalize those nodes that behave as selfish nodes.
Liu et al., (2004) proposed a trust model in which each node is assigned a trust level initially and the protocol could be integrated with any traditional routing protocol in Mobile ad hoc networks. But the nodes may behave in a manner to obtain a favourable status until a critical point in time. Pirzada, A. A. et al., (2004) discuss in their paper that the neighbour nodes are monitored during packet forwarding for updating the trust counter. If and when a neighbour forwards a packet, the packet is checked for its integrity by considering two factors. First factor is to verify if a packet can be forwarded and determines the precision of the forwarded packets. The second factor contributes towards identifying any modification attacks in the network.
In the trust mechanism defined by Xiaoqi Li et al., (2004) three components -belief, disbelief and uncertainty are considered along with the opinion of the neighbour nodes to determine the trust factor. Discounting combination is used when A already has an opinion about C, but wants to combine B's opinion about C as well. Consensus combination is used to combine different opinions about one node.
The trust model by Li X. et al., (2010) distinguishes between the control packets and data packets. The packet forwarding ratio is calculated as the ratio of the packets that have been forwarded correctly without any tampering. This forwarding ratio is calculated independently for control and data packets and the trust degree is finally calculated as their weighted sum. This model does not take care of the instability of data transmission through multi-hop nodes.
In Wei Gong et al., (2010) a trust vector with three components is used to represent the trust which is then normalized to get a single value. The first component is the experience component which is determined as the ratio of the packets that are actually forwarded to the packets that the node was responsible for forwarding. The second is the knowledge component that has to do with loss probabilities. The last component is the recommendation component that accounts for indirect trust calculation. A Bayesian based trust model is defined by Sancheng Peng et al., (2008) . The trust degree is represented using the beta probability density function, Beta(|, ), where  and  are the amount of positive and negative ratings respectively. This function forms the basis for defining both the direct and indirect trust degrees. The final trust degree is then calculated as the weighted sum of the direct and indirect trusts.
A dynamic trust model is proposed by Hui Xia et al., (2012) , where the trust is computed based on only the direct trust which is defined to have 3 parts. The first part is the historical trust, calculated as the weighted sum of the forwarding ratio of the control and data packets. This part also accounts for the trust decay. The second is the current trust which involves predicting the trust value of a node using fuzzy logic based on the existing trust and the node's forwarding capability. The final part is the route trust where the trust value between the source and the destination is calculated. However, this approach of determining the route trust is not possible in Opportunistic Routing as routes are not determined in prior.
Another trust model based on direct and indirect trusts is defined by Wang Bo et al., (2011). The calculation of the direct trust degree makes use of (a) trust aging factor that represents the fading of trust with time, (b) reward factor which is the positive impact for trust in successful interactions and (c) penalty factor which is the negative impact for trust in failure interactions. Analysis shows that the trust model defined by Wang Bo et al., (2011) provides for an elaborate and rigorous computation of the trust in comparison to the others. It however has a weakness in that it considers only the similarity between a node and its neighbours for obtaining the recommendation as a result of which the original essence of trust is lost. This is illustrated with a simple example scenario with sample data as given in Table 1 , where the Similarity and Direct trust components are tabulated. Here, for calculation of indirect trust, m neighbours are selected based on the similarity. The indirect trust of i on k, T r (i, k), has to be calculated using nodes a, b and c. If m = 2, nodes c and b are selected based on their similarity factor. It is observed that node a is not selected, even though the direct trust that node i has on node a, T d (i, a) is the greatest. This happens when neighbour nodes are selected only based on the similarity factor. Moreover, there also exist some scenario based problems as depicted in Figure 1 . For example, for a node that has the same direct trust on all the nodes common to a trusted neighbour, the Pearson-r coefficient
Node k Similarity of node i, s(i, k)

Direct trust of node
cannot be calculated for determining the similarity between two nodes, i and k, with respect to their common nodes, v 1 , v 2 ∈ CN(i, k). In other words, when node i has the same direct trust t d = x on both the common nodes v 1 and v 2 , similarity cannot be calculated as the standard deviation term at the denominator of the Pearson-r coefficient,
In order to overcome such scenario based problems and the drawbacks, a better approach for framing a trust model, incorporating both similarity and direct trust, is considered in the proposed trust model to determine the indirect trust.
Proposed Framework
A framework for Opportunistic Routing incorporating trust is proposed as depicted in Figure 2 . On a logical level, it can be seen to have the following two modules.
(i) Routing Module: Mainly responsible for the selection and prioritization of candidates using the proposed metric that considers the fraction of the residual battery powers required for packet transmission.
(ii)Trust Module: Responsible for the elimination of malicious and selfish nodes. It is based on both direct trust and indirect trust (uses two factors, similarity and direct trust) degrees. It takes into consideration the fact that trust fades (becomes uncertain) with time.
Routing Module
As analysed in Section 2, using the Expected Energy Cost metric for selecting candidate nexthops has a drawback in that it reduces the lifetime of the network as a whole as the same route may be repeatedly used for packet routing in view of the low energies consumed. Ensuring that the nodes will be alive in the network for the maximum time possible to forward information, will directly help in increasing the lifetime of the network. In order to achieve this, an improvement in the existing Expected Energy Cost metric (Xufei Mao et al., 2011) is incorporated to define the proposed metric as follows,
where, t uv denotes the minimum transmission power required for node u to send a packet to neighbour node v over the link (u, v) and w is set to t uv B u such that the chosen t uv minimizes the expected cost, where B denotes the residual battery power. It can therefore be seen that w denotes the fraction of the residual battery power required for transmission. Further, Cd * (u) denotes the candidate set (forwarder list) that can be reached using t uv in the increasing order of the expected cost and e uv denotes the error probability of link (u, v). Unlike the Expected Energy Cost metric, the proposed new metric defines the cost as a function of residual battery energies. In eqn. (i), the first part, w
denotes the expected energy that node u must consume to send a packet to at least one node in its candidate set, Cd * , and the second part,
denotes the expected total energy for the nodes in Cd to relay the packet to the target considering that v i forwards the packet on receiving it and v j , 0 < j < i (lower index of v implies higher priority) does not receive the packet correctly. The expected energies in both parts can be seen as the function of the residual battery energies.
The proposed metric defined in eqn. (i) is used for the selection and prioritization of candidate next-hops. The candidate selection is an iterative refinement process where candidates are selected incrementally. A node is added to the candidate set Cd of u only if its addition reduces the value of C u . In the candidate selection process, C d is set to 0, where d is the destination node. A sample illustration given in Section 4 describes the step by step candidate selection procedure.
Trust Module
In order to overcome the vulnerability due to attacks by malicious nodes (that modify network traffic) or selfish nodes (that do not forward traffic from other nodes), a trust model based on both direct and indirect trust degrees is integrated to evaluate the forwarding behaviour of the neighbour nodes.
The direct trust degree, T d (i, j), that node i has on node j is based on the direct interactions between them in the past. The fact that trust fades with time is taken into consideration. In order to address the issue raised in Section 2.2, the decay factor is defined such that the trust on a node approaches the value 0.5 instead of the value 0 with time. This approach is more applicable as the trust on a node becomes uncertain with time until it is updated next. The Trust-Aging factor (TA) is defined in terms of exponential decay as follows.
(ii)
where  = t t+1 , such that t is the period between the current time and the past interaction. Using this definition of TA, in the absence of any transmission from node i to node j during t, T d (i, j) can be defined as follows.
old * TA or 0.5 whichever is more,
For example, suppose that node i has a trust value of 0.8 on node j at time 1.0 and there are no subsequent interactions between them. From Figure 3 , where the decay of trust with time is presented, it can be observed that the trust value reduces till it reaches 0.5 at time 1.6 ms (and will remain so until any further interaction occurs between the participating nodes). Similar observations can be noted when the trust value is 0.2 at time 1.0 ms. Trust value slowly increases till it reaches 0.5. The indirect trust degree, T r (i, j), that node i has on node j is based on the recommendations from the trusted neighbours of node i. To determine the neighbours whose recommendations have to be considered, two factors are considered (a) the similarity between the node i and its neighbours and (b) the direct trust that node i has on its neighbours.
In order to overcome the scenario-based problem specified in Section 2.2, instead of using the Pearson-r coefficient (as used in Wang Bo et al., (2011)) to calculate the similarity between nodes i and k, sim(i, k), the Euclidean distance (in terms of the direct trusts) is used as follows.
where
denotes the Euclidean distance between nodes i and k. CN(i, k) denotes the number of common neighbour nodes of i and k. T d (i, u) and T d (k, u)
denote the direct trusts that nodes i and k have on node u respectively. Further, the selection of m neighbours for the calculation of the indirect trust can be done using wt(i, k) the weight factor, which is defined using the similarity between node i and neighbour node k; sim(i, k), and direct trust that node i has on neighbour k, T d (i, k). This, as can be seen, uses the trust values additionally for neighbour selection and is defined as follows,
The neighbour nodes are arranged in the decreasing order of wt and the first m nodes are selected for the calculation of the indirect trust as follows.
Once the direct trust T d (i, j) and indirect trust T r (i, j) degrees are calculated, the total trust degree T(i, j) between node i and node j is calculated as follows.
where  and  denote the weight factors for T d (i, j) and T r (i, j) respectively such that  +  = 1. Node i includes node j in its candidate set only if T(i, j) is greater than or equal to the pre-determined T threshold . Selfish and malicious nodes are eliminated by using a trust model based on direct and indirect trust. Candidate next-hops are selected based on the proposed metric, with the aim of minimizing the expected transmission cost C u .
Sample Illustration
An example illustrating the results on using the proposed metric (eqn. (i)) for relaying a packet from source s to destination d for the network depicted in Figure 4 as used in Vazifehdan, J. et al., (2011) is presented. (Note: In Figure 4 , B -residual battery energy used to calculate w in each case, t -transmission power and e -error probability of the link.)
Routing Module
• C d is set to 0 as d is the destination node.
• d has three neighbours v 1 , v 3 and v 4 . C v 1 , C v 3 and C v 4 is calculated after calculating w using
where v = v 1 or v 3 or v 4 , as 1.11, 0.28 and 0.37 with t equal to 3, 2 and 1 respectively.
• v 2 has two neighbours v 3 and v 4 and both can be reached using t = 1. Since, C v 3 < C v 4 , v 3 has a higher priority than v 4 . Adding both nodes v 3 and v 4 as candidates gives minimum cost. Hence, C v 2 is calculated after calculating w as
resulting in the value 0.54.
• Source s has two neighbours v 1 and v 2 . However, only v 1 can be reached on using t = 2 while both can be reached on using t = 4. Since, C v 2 < C v 1 , v 2 has a higher priority than v 1 . Adding both nodes (in order) as candidates using t = 4 gives minimum cost. Hence, Cs is calculated (after calculating w) as 
Trust Module
Consider a dynamic network similar to the network in Figure 4 where node v 2 is malicious or selfish. Initially, the trust degree for all the nodes is set to 0.5. According to the metric defined, assuming that the candidates of s include v 1 and v 2 with the latter having a greater priority, s chooses v 2 for the transmission of the first packet at time 0.1 units. After the first transmission, v 2 must be detected as a malicious node and hence s must not use it as its candidate for its subsequent transmissions. Hence, prior to the next transmission at time 0.2 units the trust model is updated as follows (Note: values of the various factors used are presented in Table 2 ).
• t = current time -time of last interaction = 0.1
• TA = e − = 0.913
• No neighbours of node s have v 2 as their neighbour. Hence, T r (s, v 2 ) cannot be updated.
• T r (v 2 , v 3 )
• Suppose that only one neighbour of v 2 , i.e. v 4 , has v 3 as its neighbour.
•
6468 which is greater than wt threshold (0.6) and hence is considered.
• Trust degree (weighted sum of T d and T r )
• T(s, v 2 ) = 0.325 Since T(s, v 2 ) is less than the T threshold (0.6), node s does not use node v 2 as one of its candidates for the next packet transmission. Thus the trust for each node is evaluated and the nodes with trust value greater than the threshold is chosen as a reliable forwarding node.
Results and Discussion
The implementation of the proposed prototype is carried using the network simulator (NS-2.34). The network is constructed representing a 6 (5 nodes with 1 destination node: 5+1) node scenario and a 20 (19 nodes with 1 destination node: 19 + 1) node scenario with the maximum buffer size of interface queue being set to 1000 for regular nodes and 2 for attacker nodes. WirelessPhy interface was set to WirelessChannel which is defined in the simulation environment. MAC layer type was MAC/802 11 and Link layer type was LL.
The objective of increasing the network lifetime is met by using the proposed metric in the chosen simulation environment. The results obtained are graphically represented in Figure 5 for the transmission of 9 packets from s to d for the network depicted in Figure 4 . The values determined using EAX, Expected Energy Cost and proposed metrics are presented in Table 3 .
For the ease of understanding, the transmission powers are maintained unchanged for the transmission of all 9 packets. It can be seen from the results tabulated after the simulations as given in Table 3 that even after the transmission of 9 packets, the proposed metric ensures that all the 5 nodes (excluding d) are alive in the network and are not drained out.
However, the number of nodes alive is reduced to 4 and 3 after the transmission of packets 3 and 9 respectively in case of the Expected Energy Cost metric. Similarly, the number of nodes alive is reduced to 4 and 3 after the transmission of packets 6 and 9 respectively in case of the EAX metric.
Similar results are obtained when a network of 19 + 1 nodes ( Figure 6 ) is simulated for the transfer of 9 packets (Table 3) . Initially, the number of nodes alive is considered to be 19 (excluding destination). Using both EAX metric and Expected Energy Cost metric reduces the number of nodes alive to 18 and 17 after the transmission of the 6 and 7 packets respectively, leading to the non-existence of routes to the destination for the consecutive packet transmissions.
However, the proposed metric ensures that 18 nodes (excluding destination node d) are still available even after the transmission of 9 packets and a route still exists from the source to the destination node. With a 6 node and a 20 node scenarios we can observe that the proposed metric extends the lifetime of the network and ensures a reliable path between the source and the destination.
The key to this objective is based on identifying the fraction of the residual battery power that will be required to forward a packet to the next hop. Apart from this, the other major factor that is considered is the error probabilities of the links. This factor contributes towards minimizing the number of transmissions required.
In order to prevent any sort of attacks on the participating nodes, the malicious and/or selfish nodes have to be eliminated. This is incorporated by using a trust model prior to the selection of candidates. This work demonstrates a trust model based on both direct and indirect trust degrees considering the fact that trust fades (becomes uncertain) with time. The incorporation of the fading of trust makes use of the concept of exponential decay.
The trust module is implemented in accordance with the trust model proposed in Section 4.2. Node v 2 is configured to be the malicious or selfish node for the network presented in Figure 4 . From the simulation results obtained with different network scenarios it is clearly evident that the proposed metric incorporating trust increases the life time of the network by ensuring that a trusted route exists between the source and the destination for data transmission. Moreover, a reliable route is established between the source and the destination in the ad hoc environment and can be scalable to large networks. 
Conclusions
Various existing metrics for candidate selection using opportunistic routing like ETX, EAX, Expected Energy Cost and OpEU are analysed and based of the analysis, a new metric is proposed to overcome the gaps identified. Moreover, a modification to the existing trust model based on direct and indirect trust is proposed to enable its applicability in all the scenarios.
The proposed framework provides for an efficient transmission of packets by identifying the nodes with sufficient battery power and ensures that the transmission is reliable and secure on isolating the malicious node in the chosen route. For the transmission of packets in MANETs using OR, candidate selection (and prioritization) is done on the basis of the proposed metric which identifies suitable candidate next hops with the aim of minimizing the number of transmissions for successful delivery of the packets. Selection of the neighbours whose recommendations are considered for the calculation of indirect trust is based on the similarity between the node and its neighbours and the direct trust that the node has on its neighbours. The trust degree is finally calculated as the weighted sum of the direct and indirect trust degrees.
The simulation results obtained clearly indicate that the routing technique based on the proposed metric and incorporation of trust component outperforms the existing techniques in determining the trusted route and extends the lifetime of the network as a whole.
Future Enhancements
The current work is focused on increasing the lifetime of the network by selecting the potential forwarding candidates with the fraction of their residual battery power that will be required to forward a packet to the next hop. Also, a trust model prior to the candidate selection is incorporated. As an enhancement to the proposed work, further focus is to determine the delay incurred in transmission of a packet from the source to the destination so as to ensure better quality of service in mobile ad hoc networks.
